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Executive Order (EO) on Improving the Nation’s Cybersecurity

The Executive Order (EO) on Improving the Nation’s Cybersecurity was signed in May and is now in the process of being
implemented. The EO is broad ranging in scope, focusing on key areas of vulnerability, including:

Removing barriers to threat information sharing between government and the private sector
Modernizing and implementing stronger cybersecurity standards in the federal government
Improving software supply chain security

Establishing a cybersecurity safety review board

Creating a standard playbook for responding to cyber incidents

Improving detection of cybersecurity incidents on federal government networks

Improving investigative and remediation capabilities

The principal aim of the EO is to enhance the cybersecurity of government departments and supply chains. However, expect this to
have a trickle-down impact on all types of businesses within the private sector, both big and small.

Therefore, small businesses should make themselves aware of the requirements of the EO and determine if they are required to
make any changes to remain in compliance, specifically with regards to their vendor relationships.
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Presentation Notes
Executive Order Key Points 
Remove Barriers to Threat Information Sharing Between Government and the Private Sector
The EO ensures that IT Service Providers are able to share information with the government and requires them to share certain breach information.
Modernize and Implement Stronger Cybersecurity Standards in the Federal Government
The EO helps move the Federal Government to secure cloud services and a zero-trust architecture, and mandates deployment of multifactor authentication and encryption within a specific time period.
 Improve Software Supply Chain Security
The EO will improve the security of software by establishing baseline security standards for development of software sold to the government, including requiring developers to maintain greater visibility into their software and making security data publicly available.
It also creates a pilot program to create an “energy star” type of label so the government – and the public at large – can quickly determine whether software was developed securely.
Establish a Cyber Safety Review Board
The EO establishes a Cyber Safety Review Board, co-chaired by government and private sector leads, with the authority to convene following a significant cyber incident to analyze what happened and make concrete recommendations for improving cybersecurity. This board is modeled after the National Transportation Safety Board, which is used after airplane accidents and other incidents.
Create Standardized Playbook for Responding to Cybersecurity Vulnerabilities and Incidents  
The EO creates a standardized playbook and set of definitions for cyber vulnerability incident response by federal departments and agencies. The playbook will ensure all federal agencies meet a certain threshold and are prepared to take uniform steps to identify and mitigate a threat and serve as a template for the private sector to use in coordinating response efforts.
Improve Detection of Cybersecurity Incidents on Federal Government Networks.
The EO improves the ability to detect malicious cyber activity on federal networks by enabling a government-wide endpoint detection and response (EDR) system and improved information sharing within the Federal Government.
 Improve Investigative and Remediation Capabilities
The EO creates cybersecurity event log requirements for federal departments and agencies to improve an organization’s ability to detect intrusions, mitigate those in progress, and determine the extent of an incident after the fact.
https://www.cisa.gov/executive-order-improving-nations-cybersecurity 
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DEFENSE CONTRACT MANAGEVENT AGENCY

NIST 800-171 IN A NUTSHELL
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DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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NIST SP 800-171 Policies and Procedures

The Policies and Procedures which you will write for the implementation of NIST

SP 800-171 will depend on the data, data flows and Information System
architecture of your business.

* In other words, you must do this SCOPING work first
e See the Blue Cyber Presentation “Getting Started with NIST SP 800-171"

* https://www.safcn.af.mil/CISO/Small-Business-Cybersecurity-Information/

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Scoping

e |t starts with a System Security Plan (SSP) rule #1
- NIST SP 800-18 is a good reference
- NIST SP 800-171 ( 3.12)

* What is “in scope”? See rule #1
Enterprise boundary (logical/physical/cloud/ etc..) (3.1, 3.4, 3.5, 3.6, 3.11, 3.13, 3.14)
Wireless/mobile/cloud? (3.1, 3.3, 3.4, 3.5, 3.7, 3.9, 3.10, 3.11, 3.13, 3.14)
e CAAS/virtual enterprise/ etc...
Standalone systems ( does it process, transmit, or store CUI? )
* enduring exception?
Know what is in the enterprise

« HW/SW/FW etc... (3.4, 3.5, 3.6,3.7,3.11, 3.13, 3.14)
* Not Applicable? Temporary Deficiency?

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Sources that drive the need for policy

TOp-dOWﬂ Policy Types:
Administrative
- Legal Technical
- Regulatory Physical
- Business/Financial
E i Controls:
Xecutive Administrative
- Administrative Technical
Physical
Bottom-up

- NIST SP 800-171

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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DFARS 252.204-7012 (Policy inferences)

* Implement security requirements identified in NIST SP 800-171
- 3.12.4 — “Develop, document and periodically update system security plans...”

e Rapidly (within 72 hours) report cyber incidents
- 3.6.1 — “Establish an operational incident response handling capability...”

e Submit malicious software to DC3 in accordance with instructions provided by
DC3 or the Contracting Officer

* Preserve/protect affected media for 90 days
- 3.3.1 — “Create and retain system audit logs and records to the extent needed...”

* Flow down DFARS clause requirements to subcontractors

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.

One team, one voice delivering global acquisition insight. 8



Elements of a Good Policy

Purpose:

The purpose of the policy should be stated clearly and in plain language. If a policy is not
written in plain language, employees may not understand it. If an employee can not
understand a policy, they may not follow it. If the policy is long-winded or addresses
many different topics, then the policy has been diluted and the message trying to be

conveyed will lose its meaning. A policy that is short and clear is easily memorable by an
employee.

Scope:

The scope of a policy is used to restrict the rules defined by the policy to a specific
application or set of circumstances. A well-defined scope will identify what the policy is
applied against. Additionally, the scope will identify the intended audience of the policy.
A policy should be broad enough that it does not need to change frequently.

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Elements of a Good Policy (Cont.)

DEFENSE CONTRACT MANAGEVENT AGENCY

Roles and Responsibilities:

- Assignment of the activities covered by the policy are defined (responsibilities,
authority, ownership, i.e. RACI)

- Separates policy ownership from policy execution

- Establishes or directs establishment of procedures to carry out and meet the intent of
the policy

References:
Regulatory
Statutory
Guides
Standards

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Elements of a Good Policy (Cont.)

Leadership Buy-in:

Leadership should endorse the policy

Leadership should ensure the policy is available to employees and disseminated
appropriately.

Leadership should appoint a champion to the policy

Leadership should ensure the policy is reviewed and updated periodically

Defines the Objectives:
- What are you trying to achieve?
- What is the desired outcome?
- Is there a specific target?

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Elements of Complete Procedures

DEFENSE CONTRACT MANAGEVENT AGENCY

Procedures are implanted to enact governance to ensure the objectives of
policy are met. Procedures should be:

Documented

Repeatable

Detailed to a sufficient level that minimizes variation

Specific to activities required to carry out the tasks

Reviewed and updated periodically

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Why Policies and Procedures?

NIST SP 800-171, Appendix E:

SP 800-171, REVISION 2 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION

APPENDIX E SP B00-171, REVISION 2 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION

TAILORING CRITERIA
LISTING OF MODERATE SECURITY CONTROL BASELINE AND TAILORING ACTIONS

his appendix provides a list of the security controls in the [SP 800-53)*° moderate baseline, TABLE E-1: TAILORING ACTIONS FOR ACCESS CONTROLS
one of the sources along with [FIPS 200), used to develop the CUI security requirements
described in Chapter Three. Tables E-1 through E-17 contain the specific tailoring actions

that have been carried out on the controls in accordance with the tailoring criteria established NIST SP Em_53 TAILORING

by NIST and NARA. The tailoring actions facilitated the development of the CUI derived security

requirements which supplement the basic security requirements.* There are three primary MODERATE BASELINE SECURITY CONTROLS ACTION

criteria for eliminating a security control or control enhancement from the moderate baseline

including— i

AC1 Access Control Policy and Procedures NFO

* The control or control enhancement is uniguely federal (i.e., primarily the responsibility of
the federal government); RL- SLCOUTTL WTaITaEEImne .

. Z?EGTZ:E‘: or control enhancement is not directly related to protecting the confidentiality M}ZII] mm} AUTOMATED SYSTEM ACCOUNT MANAGEMENT NCO
The control or control enhancement is expected to be routinely satisfied by nonfederal -“-E-ZIZ] MMMMMTI REMOVAL ﬂrm,mmm NCO
organizations without specification.*®

AC-2(3) | ACCOUNT MANAGEMENT | DISABLE INACTIVE ACCOUNTS NCO

The following symbols in Table E are used in Tables E-1 through E-17 to specify the tailoring

actions taken or when no tailoring actions were required. ﬁ.ﬁ-zu] mmfmmmm NCO

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Why Policies and Procedures? (Cont.)

DEFENSE CONTRACT MANAGEVENT AGENCY

SP 800-53 Rev 5.1 and SP 800-53B [ atest Varsions

AC-1 poLicY AND PROCEDURES

Family: AC-ACCESS CONTROL Jump To:
Security Baseline: | 5 Moderate  High

All Controls = AC = AC-1

AC-1 AC-1 AC-1

Privacy Baseline: AC-1

Control

a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]:
1. [Selection (one or more): Organization-level; Mission/business process-level; System-level] access

control policy that:
a). Addresses purpose, scope, roles, responsibilities, management commitment, coordination
among organizational entities, and compliance; and
b). s consistent with applicable laws, executive orders, directives, regulations, policies,
standards, and guidelines; and
2. Procedures to facilitate the implementation of the access control policy and the associated access
controls;
b. Designate an [Assighment: organization-defined official] to manage the development, documentation,
and dissemination of the access control policy and procedures; and
c. Review and update the current access control:
1. Policy [Assignment: organization-defined frequency] and following [Assignment: organization-
defined events]; and
2. Procedures [Assignment: organization-defined frequency] and following [Assignment:
organization-defined events].

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Additional Mappings
1 D G \/1/2\ N S

DEFENSE CONTRACT MANAGEMENT AGENCY

5P 800-171, REVISION 2 PROTECTING CONTROLLED UNCLASSIFIED INFORMATION

TABLE D-1: MAPPING ACCESS CONTROL REQUIREMENTS TO CONTROLS

NIST 5P 800-53 1SO/IEC 27001

SECURITY REQUIREMENTS Par s — Relevant Security Controls

3.1 ACCESS CONTROL

Basic Security Requirements

3.1.1 Limit system access to AC-2 Account Management A9.2.1 User registration and
authorized users, processes de-registration
acting on behalf of authorized £.9.2.2 User access
users, and devices (including provisioning
other systems). A9.2.3 | Management of

3.1.2 Limit system access to the privileged access
types of transactions and rights

functions that authorized

i A.9.2.5 Review of usaer
users are permitted to

access rights

execute.

A9.2.6 Removal or
adjustment of access
rights

AC-3 Access Enforcement A.6.2.2 Teleworking

A9.1.2 Access to networks
and network services

A9.4.1 Information access
restriction

AS.4.4 Use of privileged
utility programs

A9.4.5 Access control to
program source code
A.13.1.1 | Network controls
A.14.1.2 | Securing application
services on public
networks

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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NIST SP 800-171A
1 D o IN/L/A N N

ISE CONTRACT T AGENCY

NIST Special Publication 800-171A

Assessing Security Requirements for = Companion document to NIST SP 800-171r2

Controlled Unclassified Information

= Method for performing DIBCAC CUI assessments

= 320 objectives covering 110 security requirements

= DIBCAC assesses down to the objective level

= Many objectives describe potential objects (policies) to
examine and elements to be defined or documented

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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NIST SP 800-171A
1D VLA N

DEFENSE CONTRACT MANAGEMENT AGENCY

213 SECURITY REQUIREMENT
Control the flow of CUI in accordance with approved authorizations.

ASSESSMENT OBJECTIVE

Determine if:

3.1.3[a] | information flow control policies are defined.

3.1.3[b] | methods and enforcement mechanisms for controlling the flow of CUI are
defined.

3.1.3[c] | designated sources and destinations (e.g., networks, individuals, and devices)
for CUI within the system and between interconnected systems are identified.

3.1.3[d] | authorizations for controlling the flow of CUI are defined.

3.1.3[e] | approved autherizations for controlling the flow of CUI are enforced.

POTENTIAL ASSESSMENT METHODS AND OBJECTS

Examine: [SELECT FROM: Access control policy; information flow control policies; procedures
addressing information flow enforcement; system security plan; system design
documentation; system configuration settings and associated documentation; list of
information flow authorizations; system baseline configuration; system audit logs and
records; other relevant documents or records].

Interview: [SELECT FROM: System or network administrators; personnel with information security
responsibilities; system developers].

Test: [SELECT FROM: Mechanisms implementing information flow enforcement policy].

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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NIST HB 162
1 D o IN/L/A N N

ISE CONTRACT T AGENCY

MSTM;SZ;ii = Assist small manufacturers in preparing for assessment
smﬂim:fﬂ = Mirrors SP 800-171A
PRATRS Cyherseenriy Reqrements = Self-Assessment Handbook for assessing NIST SP 800-171
" Provides step-by-step guide on assessment methods
Baadiansss = Examine — Where to Look
" |nterview — Who to Talk To
= Test — How to Test
e = Appendix A —Suggested Plans, Policies, Procedures

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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3.1.3 Control the flow of CUT in
acrordance with approved authorizafions.
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mamsfers vinlate one or mare domain security
pelicies. In such sitmatiors, information

owners siewands provide pudance &t desigrared
palicy enfoecement poisns between imermanmected
systems. The coanpany may consider mandating
sperifie architeensal soluson when requined o
enfomee specific secunty policss. Enforcement
imcludes, for example:

s prohibiting information marslfes betwasn
Imtervonnected systems (Le., allowing access
onlyl,

»  emplaying handvare mechanisms w enforce
ame-way Enformation fows. and

= implemeniing mushwertly egradisg
mechanisms bo reassign security attribuies
and security babel
Companies commonly eoploy information Bow
conimol policies and enfarcement mechaniams w
capgral the Now of information between designated
sources and destinations (eg., networks, individuals,
and deveces] within information syshems and betwesn
imtemonpected sysess, Flow contol is bassd on the
characterstics of the infermaton andsor the
imformation path. Enforcement occurs, for example. in
bourdary protec San devices (eg., gateways, mulers
guands, encrypied tamnels, feewalls) that employ nile
sety or establish confiperation semngs thai resmet
imformation system services, provide a packet filsering
capability hased on header information, or message
flltering capability based on mesage contest (o.f.,
implememing key word searches or using docunsent
charscierstics]. Companies may alse consider the
trostwarthiness of Slrering, inspection mechanisms
(L. hardware, frmiware, and soffwalt conponents)
tha are critical o infanmation fow enforcement

Where 1o Look:
«  acoesy comired policy
+  mformation flow control policies

s procedues addressing infeematon Bow
anforeemant

= formaation system dtsigulhruumﬂahnn

+  miormstion sysem configurion senngs and
associated dorumentaton

+  mformation system haseline configuration

» st of infemation flew sutherizaions
mformation system anshit recornds

= other relevant docmments ar meoands
Wha o Talk i
+  systermmetwork administratons

«  amployees with informaton
sechty mesponsibitives
*  systemm developers
Perfiwm Test O

«  ausamated mechanisms implementing
imfoermaation flow enforcement policy

NIST HB 162 (Example)

Where to Look:
= access control policy
* information flow control policies

»  procedures addressing information flow
enforcement

» information system designdocumentation

* information system configuration settings and
associated documentation

» information system baseline configuration

« list of information flow authorizations
information system audit records

« other relevant documents or records

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.



Access Control - Policies and Procedures

3.1.2 - Limit system access to the types of transactions and functions that authorized users are
permitted to execute

3.1.2[a] - the types of transactions and functions that authorized users are permitted to execute are defined
(acceptable use policy, remote access policy, privileged user agreement, etc...)

3.1.3 Control the flow of CUl in accordance with approved authorizations

3.1.3La] information flow control policies are defined (email handling policy [safe URL, disallowed attachments,
attachment size, phishing reporting], internet use policy [smart filters, blocked categories], removable media
policy [restrictions, authorized exceptions, exception process], etc...

3.1.21 Limit use of portable storage devices on external systems
3.1.21[b] - limits on the use of portable storage devices containing CUIl on external systems are defined

3.1.22 Control CUI posted or processed on publicly accessible systems
3.1.22[c] - a review process is in place prior to posting of any content to publicly accessible systems
3.1.22[e] - mechanisms are in place to remove and address improper posting of CUI (spillage procedure)

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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3.1 (Access Control) Policy - Example

DEFENSE CONTRACT MANAGEVENT AGENCY

3.1.16 Authorize wireless access prior to allowing such connections
If, the company does NOT allow wireless with documented policy (administrative
control)

Or if the company does NOT allow wireless with additional tool-based policy
(technical control)

Or if the company does NOT allow wireless devices on premise (physical control)
Then, include those policy languages to the overall policy (SSP)

Per guidance, it could be considered "satisfied" in the assessment *
e *yerification by assessing entities may want to see the policy
* *And, or see the technical controls in place

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Configuration Management- Policies and Procedures

DEFENSE CONTRACT MANAGEVENT AGENCY

3.4.1 Establish and maintain baseline configurations and inventories of organizational
systems (including hardware, software, firmware, and documentation) throughout the
respective system development life cycles

3.4.1[b] the baseline configuration includes hardware, software, firmware, and documentation.

3.4.5 Define, document, approve, and enforce physical and logical access restrictions
associated with changes to organizational systems

3.4.8 Apply deny-by-exception (blacklisting) policy to prevent the use of unauthorized
software or deny-all, permit-by-exception (whitelisting) policy to allow the execution
of authorized software

3.4.9 Control and monitor user-installed software

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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3.4 (Configuration Management) policy - example

DEFENSE CONTRACT MANAGEVENT AGENCY

3.4.7 Restrict, disable, or prevent the use of nonessential programs, functions,
ports, protocols, and services
- 3.4.7[a] essential programs are defined. ( documentation: administrative control policy)

- 3.4.7[b] the use of nonessential programs is defined. (documentation: administrative
control policy)

- 3.4.7[c] the use of nonessential programs is restricted, disabled, or prevented as
defined. (technical control and policy)

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Security Assessment - Policies and Procedures

DEFENSE CONTRACT MANAGEVENT AGENCY

3.12.1 Periodically assess the security controls in organizational systems to
determine if the controls are effective in their application

3.12.1[a] - the frequency of security control assessments is defined (information security
policy, continuous monitoring policy, etc..)

3.12.4 Develop, document, and periodically update system security plans that
describe system boundaries, system environments of operation, how security
requirements are implemented, and the relationships with or connections to
other systems

3.12.4[g] - the frequency to update the system security plan is defined (SSP review
frequency, revision history)

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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System and Information Integrity - Policies and Procedures

DEFENSE CONTRACT MANAGEVENT AGENCY

3.14.1 ldentify, report, and correct system flaws in a timely manner

3.14.1[a]

3.14.1]c]

3.14.1[e

- the time within which to identify system flaws is specified (patch management)
- the time within which to report system flaws is specified (patch management)
- the time within which to correct system flaws is specified (patch management)

3.14.7 Monitor system security alerts and advisories and take action in

response

3.14.7[a] - authorized use of the system is defined (acceptable use policy, unacceptable

use)

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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3.14 (System and Information Integrity) example

DEFENSE CONTRACT MANAGEVENT AGENCY

3.14.1 ldentify, report, and correct system flaws in a timely manner

3.14.1[a] the time within which to identify system flaws is specified. (administrative
control policy, and may apply to technical control policies)

3.14.1[d] system flaws are reported within the specified time frame. (technical control
procedures followed in accordance with administrative and technical control policy)

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Common Errors

* Multi-factor authentication not implemented completely

* Not using Federal Information Processing Standards (FIPS) 140-2 VALIDATED
cryptography for data in transit and at rest protections

* Poorly written and detailed System Security Plans
* Network Segregation (see Rule #1)

* Configuration management, user installed software lack of policy and
enforcement to not allow it

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Best Practices

* Know where CUI is processed, transmitted, and stored within your
organization

* Maintain a network topology that accompanies your system security plan and
describes CUI flow in your organization

* Trace security architecture (policies, processes, appliances, tools) to security
requirements addressed in NIST SP 800-171

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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Best Practices

Questions?

DISTRIBUTION STATEMENT A. Approved for public release: distribution unlimited.
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https://www.acq.osd.mil/dpap/pdi/cyber/docs/NIST%20SP%20800-171%20Assessment%20Methodology%20Version%201.2.1%20%206.24.2020.pdf
https://nvlpubs.nist.gov/nistpubs/hb/2017/NIST.HB.162.pdf
https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-1/final/documents/CUI-SSP-Template-final.docx
https://csrc.nist.gov/CSRC/media/Publications/sp/800-171/rev-1/final/documents/CUI-Plan-of-Action-Template-final.docx
https://www.sprs.csd.disa.mil/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-171A.pdf
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